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1 TheProblem

The examples in Figures CS:APP2e-8.31 — CS:APP2e-8.38inambug that introduces a potential dead-
lock, where the program waits for an event that will neveruwécThe problem exists because (1) the main
routine calls a function that is not “safe” (in this cgsel nt f ) in a code section where it can be interrupted
by the receipt of a SIGCHLD signal, and (2) the SIGCHLD hand#dls the same unsafg i nt f function.

Thepri nt f function acquires a console lock, calls tei t e system call, and then releases the console
lock. If thepri nt f function in the main routine is interrupted by the receipa@IGCHLD signal after it
acquires the console lock and before it releases the loek,ttie process will deadlock when thei nt f
function in the SIGCHLD handler tries to acquire the sameso@alock.

To understand how to avoid such problems, we first need todate the idea of async-signal-safe functions.
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!Deadlocks are discussed in Section CS:APP2e-12.7.5.



2 Async-signal-safe Functions

The general rule is that you should only call functions tlagaync-signal-safrom within signal handlers.

A function is said to be async-signal-safe if it is eithernteant or non-interruptible by signals.The
functions listed in Figure 1 are guaranteed by the Posixdstahto be async-signal-safe, and thus can be
safely called from within signal handlers. Notice tpati nt f is not included in this list, whilew i t e is.

In general, if the receipt of a signal interrupts the exexutf an arbitrary unsafe function, and the resulting
signal handling code then calls that unsafe function, therbehavior of the program is said tolredefined
Depending on exactly when the unsafe function call is infeed, the program might run correctly, produce
incorrect results, or even deadlock.

3 Solution Approaches

There are a couple of of ways to fix the bug in Figures CS:APR3&— CS:APP2e-8.33. One approach
is to usesi gpr ocnmask to block SIGCHLD around all calls tpri nt f that could be interrupted by the
receipt of a SIGCHLD signal. While safe, this approach hasuihdesirable effect of delaying the receipt
of SIGCHLD across wide swaths of the program’s executioriclvdefeats the purpose of signals as low-
overhead notification mechanism. Further, in general itccbea quite cumbersome to modify all invocations
of popular functions likgr i nt f .

A simpler and more efficient approach is to replace callsrtont f in the SIGCHLD handler
printf("Handl er reaped child %\ n", (int)pid);
with calls tosnprintf andwrite

snprintf(buf, MAXBUF, "Handl er reaped child %d\n", (int)pid);
wite(l, buf, strlen(buf));

Thewr i t e function is async-signal-safe, and thepr i nt f implementation is (highly likely) reentrant,
and thus async-signal-safe.
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_Exit

_exit

abort
accept
access
aio_error
aio_return
aio_suspend
alarm

bind
cfgetispeed
cfgetospeed
cfsetispeed
cfsetospeed
chdir
chmod
chown

clock gettime
close
connect
creat

dup

dup2
execle
execve
fchmod
fchown

fentl
fdatasync
fork

fpathconf
fstat
fsync
ftruncate
getegid
geteuid
getgid
getgroups
getpeername
getpgrp
getpid
getppid
getsockname
getsockopt
getuid
kill
link
listen
Iseek
Istat
mkdir
mkfifo
open
pathconf
pause
pipe
poll
posixtraceevent
pselect
raise

read
readlink
recv
recvfrom
recvmsg
rename
rmdir
select
sepost
send
sendmsg
sendto
setgid
setpgid
setsid
setsockopt
setuid
shutdown
sigaction
sigaddset
sigdelset
sigemptyset
sigfillset
sigismember
sleep
signal
sigpause
sigpending
sigprocmask
sigqueue

sigset
sigsuspend
sockatmark
socket
socketpair
stat
symlink
sysconf
tcdrain
tcflow
tcflush
tcgetattr
tcgetpgrp
tcsendbreak
tcsetattr
tcsetpgrp
time
timayetoverrun
timagettime
timsettime
times
umask
uname
unlink
utime
wait
waitpid
write

Figure 1:Async-signal-safe Functions.




